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Abstract

HALO is an open-source, privacy-first multi-agent sys-
tem where autonomous software agents represent each
occupant and each smart device, negotiating resources
peer-to-peer with no cloud dependency and no cen-
tral orchestrator. The system learns routines implic-
itly through passive observation, adapts in real time to
ecological data (weather forecasts, grid carbon inten-
sity, drought alerts), and recovers autonomously from
device failures, all while keeping all sensitive data local
and user-controlled.

1 Introduction

1.1 Background

The Smart Home is defined as ”a residence equipped
with computing and information technology which
anticipates and responds to the needs of the oc-
cupants, working to promote their comfort, conve-
nience, security and entertainment through the man-
agement of technology within the home and connection
to the world beyond” [Aldrich2003] and extended
to 7add healthcare, education and communication”
[SamSolaimani2015]

Smart homes currently are managed by either propri-
etary, vendor locked interfaces (Google Nest, Amazon
Echo) or less locked down but still proprietary, local-
supported systems such as Aeotech. Similarly, soft-
ware based hubs like Samsung SmartThings exist on
the lower end of the technical difficulty scale. These
proprietary hubs are all easy-to-use but currently are
not autonomous. They support features such as rou-
tines that can do pre-programmed tasks.

Open-source systems are much more difficult to set-up,
although they have more extensibility and customisa-
tion options. Currently the smart-home industry has
a double-edged sword problem: ease of setup vs cus-
tomisability and autonomy.

The majority of these systems are also reactive, so they
respond to voice or touchscreen commands, or specif-
ically timed events. Systems like Amazon Echo have
basic triggers, but it is up to the user to explicitly set
these things up. There is no simple or easy interface
to make the smart home ”smart”.

While there is no official measure of ”home autonomy”
currently, we can draw parallels from the US National
Highway Traffic Safety Authority’s levels of self-driving

autonomy [NationalHighway]|, where different levels
correspond to different amounts of human intervention.
The current state of common home automation is akin
to level 1 and in some cases level 2. Smart homes
generally require manual input for doing tasks, with
scheduling of preset tasks and basic hooks to trigger

other tasks.
Levels of Automation

Figure 1: NHTSA Autonomy Levels

1.2 Problem statement

We propose to make an open-source, agentic standard
for smart home governance. We have a mixture of mul-
tipurpose and specialised agents that govern individual
devices, advocate for individuals and accumulate infor-
mation. These agents negotiate resources in a peer-to-
peer local network, with no core internet dependency
and no central orchestrator. Agents learn routines
through observations, negotiate with other agents and
apply constraints to device governance based on exter-
nally collected data. The system is flexible and exten-
sible, and most importantly is autonomous to a much
greater degree.

This approach should achieve a level 3 or conditional
automation approach.

1.3 Problem breakdown

This project has quite broad aims, so we break down
the problem into the following key areas:

e Anticipation



Negotiation

Actuation

e Initialisation

e Extension
And the agents:

e Governor agents (device control)
e Advocator agents (user advocates)

e Aggregation agents (information collection and
processing)

1.3.1 Anticipation

Anticipation can be defined as the ”state of prepara-
tion” [oxfordanticipation| for an event. We believe
that for a smart home to break across autonomy levels
and progress, there must be a standard of prepared-
ness. A smart home system should be able to know
when events happen and schedule actuations accord-
ingly. There also should be a functionality for adjust-
ing anticipation in light of external factors and random
variation. For instance, turning the heating on when
a user is expected to return home from work/daily ac-
tivities, turning off lights when everyone is out. But
for instance, when there is a security system attached,
if suspicious circumstances are detected, the system
should be able to activate lights internally to simulated
home occupancy and ward off the potential intruder.
Similarly, given a virtual ”shopping” device, the smart
home system could anticipate the need to buy more
milk, eggs or any arbitrary household goods based on
learned patterns for usage.

1.3.2 Negotiation

Negotiation is the process of discussing to reach an
agreement [Pruitt1981]. An agentic system needs
an efficient, accountable system for making decisions
across the network. The negotiation system should be
aligned with the home users’ concerns, so the sharing of
concerns, rather than separation should be a key fea-
ture of the network. Advocating agents are strongly
weighted to the needs of the users, while device agents
have more weight to their own longevity, the environ-
ment and costs. We can easily model these negotiation
problems as tractable optimal control or reinforcement
learning problems.

1.3.3 Actuation

Actuation is the process of delivering physical effects,
which is the embodied aspect of our Al system. Ac-
tuation/governing agents need to be aware of device
states, failure modes and be able to attempt to op-
erate nondestructive troubleshooting, or even call for
maintenance support.

1.3.4 Initialisation

Initialisation is the process of setting up the system.
For smart homes where there are many parts from dif-
ferent vendors, this is typically a time-intensive, techni-
cal process that involves many different setup processes
and tools. There are however certain standards, such
as Matter, that make devices easier to interoperate on
an application layer, making setup easier. Thus we
propose to embed Matter into our project to facilitate
the development of the rest of the system.

1.3.5 Extension

Extension is important because we want a future-proof
and up or downgradeable system. Users needs’ change
and hardware updates quickly. Giving plug and play
support makes the system easier to adopt. Further-
more, with our proposed architecture, devices don’t
have to be embodied, and developers can make cus-
tom virtual plugins that can interface with websites.
This can support more autonomous functionality, such
as meal planning, shopping and even health monitor-

ing*.

2 Current limitations and our
approach

Current smart-home automation relies heavily on
cloud-dependent central hubs. And while that means
that most systems like Alexa Home, Google Home
and others can be controlled from anywhere, kept
up-to-date and operated without any understanding
of networking, it also creates structural weaknesses
that are rarely acknowledged.

By centralising the intelligence in the cloud, these
systems introduce a single point of failure, they work
with third party servers, sharing sensitive behavioural
information about the user, as well as locking the
user to proprietary ecosystems, where hardware
functionality depends heavily on the vendor and its
continued operation.

The real future of home automation is hybrid, combin-
ing local control for reliability and the cloud for heavy
AIl. HALO approaches this problem from another
direction: it removes the assumption that intelligence
should be centralised at all. Instead of splitting the
responsibility between a local hub and remote server,
HALO distributes intelligence across the environment
itself. ~ Every occupant and their devices in the
household operate as an autonomous agent with local
reasoning capability. The coordination is managed
through peer-to-peer communication instead of a top-
down orchestration. There is no cloud brain and no
master controller. Heavy computation is not offloaded
to a distant data centre but is shared across agents
that each handle only the slice of reasoning relevant



to them. This shifts the design to a self-organising
network of embodied decision making agents.

Moreover, existing solutions require manual rule
configuration, which can be time consuming for the
users, who expect the system to make their life easier,
not take up more time. It operates through rigid logic
that cannot adapt to unexpected situations, recover
from device failures or optimise for real-world environ-
mental constraints. Most systems do not meaningfully
account for drought restrictions, heatwaves or sudden
cold snaps. But, more importantly, the existing solu-
tions cannot adapt to a household timetable, where
multiple occupants with conflicting preferences must
coordinate resources like temperature, shower timing,
dishwasher queues and guest access, all without a
central authority mediating every decision.

The system consists of three agent types:

e Person Agents represent each occupant, learning
their preferences and routines through passive ob-
servation. These agents run locally on the occu-
pant’s phone or a shared edge device in the home.

e Device Agent represent smart devices such as ther-
mostats, lights, dishwashers, showers, locks. Each
agent understands its device’s capabilities and ex-
poses them to the network.

e Specialist Agents monitor external weather fore-
casts, grid carbon intensity, water authority alert,
then broadcast observations that other agents can
act upon.

The learning is implicit, no user ever sets their
preferences or defines their schedule. Agents build
models of normal behaviour using lightweight meth-
ods—moving averages, Bayesian inference and decision
trees through statistical learning or preferences. The
system adapts as routines change.

3 Proposed architecture
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Figure 2: Single node stack

4 Simulation

4.1 Technical Specification

The current HALO proof-of-concept combines a
discrete-event household simulation with a lightweight
local web dashboard. The environment is designed to
evaluate agent negotiation, device governance, special-
ist broadcasts and recovery behaviour under controlled
and repeatable conditions without requiring physical
hardware or a fully deployed peer-to-peer network. All
processes operate in simulated time rather than wall-
clock time, with one simulated minute as the base tick
and MINUTES_PER DAY = 1440 defining a day.

Figure 3: HALO simulation dashboard

Simulation Engine

The simulation is built on SimPy, where agents regis-
ter asynchronous processes (generator coroutines that
yield env.timeout and Store.get/put events) on a
shared simpy.Environment driven by a global simu-
lated clock. Each run is parameterised by a predefined
scenario, a random seed used to construct an isolated
random stream per scenario. A simulation horizon ex-
pressed in days, which ensures deterministic and repro-
ducible execution. If run through the dashboard, the
SimPy run executes inside a daemon worker thread
separate from the HTTP server, and env.run is sliced
into short two-simulated-minute chunks so that a client
disconnect can stop the worker promptly and events
can be flushed to the browser without buffering.

Agents and Messaging

The system models person agents, device agents
(thermostat, dishwasher, shower, lights) and special-
ist agents providing contextual information such as
weather and grid carbon intensity. Agents commu-
nicate through a local in-memory MessageBus using
typed Message dataclasses, carrying a UUID, sender
and recipient identifiers, message type, timestamped
payload and priority, rather than shared global state,
and each agent owns a simpy.Store inbox into which
the bus enqueues deliveries with a small delay to



enforce deterministic ordering at the minute bound-
ary. The protocol defines roughly two dozen message
types, covering preference declarations, presence and
sleep notices, the full negotiation lifecycle, carbon and
weather updates, device failure and recovery, actuation
commands, telemetry and the LLM-derived events de-
scribed below. Device agents expose observable state
transitions through periodic telemetry. Negotiation
between persons and devices uses a weighted prefer-
ence convergence rule of the form

Y viwi 4 vgwgt
- . eff
Do Wi+ wg

p

)

where each occupant’s stake w; is scaled by presence
(away contributors are masked out) and the device-side
weight wgff is boosted whenever grid carbon intensity
exceeds 250 gCO2/kWh. A round is considered con-
verged when the variance of the latest proposals falls
below a fixed threshold, and is capped at ten itera-
tions before falling back to the unweighted mean. De-
vice failures and recovery are simulated as a per-minute
Bernoulli draw with a configurable failure probability,
a 30-minute recovery timeout and up to three retries
before a hard fault is recorded.

Implemented Scenario

The current demonstration scenario includes multiple
occupants (Alice and Bob on scripted daily schedules
and a human-controlled person_cli), thermostat con-
trol bounded by THERMOSTAT MIN/MAX of 14-28 °C,
dishwasher and shower subsystems. The shower is
backed by a normalised hot-water-tank model with au-
tomatic preheat triggers with specialist agents broad-
casting carbon every 30 simulated minutes and weather
every 60, and scripted carbon-intensity spikes (a forced
17:00-20:00 peak at CARBON_SPIKE_INTENSITY = 280
gCO2/kWh) layered on top of a 24-hour UK baseline
carbon profile, to demonstrate adaptive and carbon-
aware behaviour.

Ecological Data Integration

Specialist agents can integrate live external
data sources, including Open-Meteo weather
feeds (api.open-meteo.com/v1/forecast, Lon-
don coordinates 51.5074, —0.1278) and the
UK National Grid carbon intensity = APIs
(api.carbonintensity.org.uk/intensity, with
date-scoped and 24-hour forecast variants). Network
access is gated by a live_data flag and mediated by
an ExternalDataClient; external failures, non-200
responses and request timeouts are handled through
cached or synthetic fallback values driven by the de-
terministic seasonal model in configuration, ensuring
simulation continuity and resilience against unreliable
third-party services.

Specialist Language Layer and External Data
Integration

Simulation configurations include an LLM-based spe-
cialist agent (LLMSpecialistAgent) operating on the
same SimPy time base as the rest of the household,
scheduled by an internal reasoning_interval of 60
simulated minutes. At fixed intervals, the agent analy-
ses a rolling window of the ten most recent non-self bus
messages, each of which is summarised into a one-line
natural-language entry annotated with simulated wall-
clock time. It queries a configured language model end-
point to determine whether any external information
source is relevant to the current household state. The
LLM call is dispatched by LLMClient as a synchronous
httpx POST to either the Anthropic /v1/messages or
an OpenAl-shaped /v1/chat/completions endpoint
suitable for LiteLLM-style proxies, with the default
model claude-haiku-4-5. The model is instructed
to return a strict JSON object {relevant, api-ids,
reason}, naming up to four entries drawn from an ex-
plicit ApiRegistry of permitted sources, each carrying
its own trigger conditions, keyword filters, cooldown
window and target HALO message type. If an external
source is selected, the specialist performs a bounded
synchronous HT'TP request with an eight-second time-
out to retrieve the required data. Supported integra-
tions include UK gov.uk weekly road-fuel-price pub-
lications, Open Food Facts product search, News-
API disruption monitoring and additional Open-Meteo
severe-weather forecasting. Failures and timeouts are
logged directly into the simulation event stream as
structured records to preserve experiment traceabil-
ity, and per-API cooldowns (60-240 simulated min-
utes) prevent repeated calls within a single household
horizon. Retrieved responses are subsequently passed
through a second language-model interpretation stage
that converts the raw external data into structured
HALO-compatible observations whose fields conform
to a per-API schema. These observations are then
broadcast onto the message bus like any other spe-
cialist event, allowing person and device agents to re-
act independently of the originating data source. For
example, cost-pressure messages transiently raise the
thermostat’s device-side negotiation weight, weather-
forecast alerts temporarily clamp the comfort negoti-
ation range, and disruption events extend simulated
return-home delays or slightly reduce occupant com-
fort weights.



Figure 4: The LLM inspector view of the dashboard,
showing reasoning cycles, external API calls and the
resulting bus observations for a running simulation

Human-in-the-loop Operation

Validated JSON commands can be injected directly
into the simulation message bus through a POST
/api/inject endpoint, allowing an experimenter to
modify occupant preferences, presence states, dish-
washer and shower requests, and negotiation re-
sponses (counter, accept, reject) during runtime while
the remainder of the environment continues au-
tonomously. Each request is parsed by a strict
validate_queue_item schema and enqueued on a
queue.Queue that is the only thread-safe bridge be-
tween the HT'TP request thread and the SimPy worker;
a dedicated BridgeInjector SimPy process polls this
queue every 0.05 simulated minutes and posts the cor-
responding messages to the bus as person_cli. Be-
cause the inject queue and stream pointer live on the
FastAPI app.state, the server is run as a single Uvi-
corn worker, and the CliPersonAgent is configured
with manual scheduling and manual negotiation so
that no autonomous clock advances on its behalf be-
tween human actions.

Dashboard and Metrics

A FastAPI server provides a live dashboard that
streams events from the simulation in real time us-
ing Server Sent Events (SSE). Through the dashboard,
users can observe negotiations between agents, device
activity, telemetry updates and changes in household
state as they happen. The browser connects to the
simulation through a single streaming endpoint, where
the scenario configuration, simulation length, random
seed and optional wall-clock slowdown can be adjusted.
This slowdown feature is particularly useful for demon-
strations, as it stretches a simulated day across a longer
real-world time period so human observers can follow
the interactions more easily. Different categories of
events are streamed separately, including negotiation
messages, device telemetry, agent state updates and
the outputs of the LLM specialist. This allows the
front-end to visualise each type of activity indepen-
dently using live feeds, charts and a dedicated inspec-
tor for the LLM reasoning pipeline, external API calls

and failure events. Alongside the live interface, the
system also records internal metrics such as negotia-
tion convergence time, final negotiated outcomes, oc-
cupant satisfaction estimates, device failures, recovery
behaviour and LLM interactions. These results are
exported as CSV files and visual summaries for later
analysis of coordination behaviour and emergent sys-
tem dynamics.

5 Network

For our smart home system, the network is the back-
bone of our system. A good network design minimizes
downtime, reduces message passing latency and ul-
timately, allows for proper functioning of our smart
home system.

5.1 Network Startup

In a HALO world, every home and workplace is on its
own isolated HALO network. Agents on the network
should know which network it is on, and not try and
talk to a neighbouring network.

Every HALO network is started by a special Bootstrap
agent. This agent is ephemeral and exists solely to cre-
ate a new network, and set an advocator agent (home
occupant) as an admin. It is then promptly destroyed.
The bootstrap agent is started on a device with a visi-
ble screen. It generates a network UUID, and a public-
private encryption keypair. It then creates a QR code
from the public key, which the mobile app can scan.
Once scanned, the advocator agent is now sent the
network UUID, and the bootstrap agent is destroyed.
Any agent connecting to the admin is now added onto
the network, and is given the UUID.

Agents on different networks have multiple UUIDs, but
each keypair connection between agents is generated
via a UUID, so one keypair from one network will be
completely unreadable from another network.

This UUID will also be used for the fully local prove-
nance chain.

This covers the network part of the initialisation prob-
lem mentioned in our 5 pillars of HALO.

5.2 Network Discovery

Network discovery is dealt with via the multicast Do-
main Name Server protocol [mDNS], which sends dis-
covery messages to all devices listening on the network,
with an identity and address. It is then at the discre-
tion of the individual peers to connect or not connect.

This approach was chosen as it is fully dynamic,
meaning there is no need for hardcoded IP addresses,
which allows our system to have parts added and sub-
tracted dynamically.

The major limitation is for running in containers on
Windows, as the Windows Subsystem for Linux virtual
networking driver actively blocks multicast packets for
security reasons, and workarounds are complicated to



setup. This limits the network on Windows containers
to only be able to discover other local agents, however
this doesn’t pose such a huge limitation as the benefit
of separate agents is more of a logical desire than a
physical need.

5.3 Message Schema

The HALO message schema is designed to be simple,
with a data-driven design. This fits in very well with
the actor/agent model being used.

Messages are dictionaries with the following fields:

e action

e source

e target

e params

® on-success
e on-failure

The on-success and on-failure fields contain nested
maps of the same schema. This allows for nested and
chained logic, and is easy for both humans and LLMs
to understand the flow of data.

5.4 Agent Lifecycle

Agents are expected to register the functions they can
do in their init function. The handler registry is a
dictionary that contains LLM readable names that are
mapped to their respective class methods.

Behind the scenes these are shared at a fixed period
with the network, so other agents can be aware of the
agent’s capabilities.

Multiple threads are instantiated after this to do the
following: network discovery, heartbeat, network prun-
ing, message listening, state backup and function dis-
covery. These functions have their own threads and
execute regularly, sending messages to the network to
see if there are new agents to connect to, tell the net-
work the agent is alive, remove ”"dead” agents, and
propagate their functions to agents that might have to
call them.

5.5 Event Loops

HALO agents have less traditional event loops. Agents
run multiple background processes by default, and the
user can specify to write active foreground event loops
for any non-event based logic. As for receiving mes-
sages from the network, a listening function is con-
stantly waiting for messages. When a message is re-
ceived, it is consumed and routed, either for direct ex-
ecution, delayed execution (with a specified time to
sleep the thread) or dispatched to an execution queue,
which is saved for scheduled events. The ”action” field
is used to look up the specific method to be called.

After an action occurs, its on-success or on-failure ac-
tions are then evaluated. The result of the previous
action can be injected in, if a wildcard is specified in
the parameters list of the on-success or on-failure ac-
tion. These following actions are typically messages to
other parts of the network, but can also be to the same
agent.

With this execution pipeline, agent authors don’t
have to worry about interpreting custom messages or
writing their own executors or chained logic. They can
simply write functions that return values that can be
used by the rest of the network. If the author wants to
write a continuously running function, such as checking
for price updates or observation of a security camera,
they can write a function that runs on its own thread
and is executed in the main function of a program.
At any point where an event needs to be propogated
to the network, their function simply needs to call a
”send_msg” function to send events that can be con-
sumed by other agents.

With this combination of execution pipelines, any
functionality can be emulated in the form of a HALO
agent.

5.6 State management

Agents keep their own relevant state and can share
when the specific keys are requested. To discover the
keys belonging to an agent, any other agent can send a
”discover state” message. Furthermore, the language
agent injects its own state to the prompt, such as the
current time and location. This dynamic fetching of
state depending on queries allows for a much slimmer
networked memory, without the issues of prolonged
LLM context windows. The LLM is essentially con-
textless compared to a traditional chat app. There
are disadvantages, which may be addressed by a short
term cache of chats based on sentiment and relevance.
Furthermore this memory relies on the network, so if
a node goes down, portions of memory are inaccessi-
ble, and it can be slower to retrieve than traditional
direct-in-memory databases.

5.7 Specialist Agents

Some important specialist agents in HALO’s core pro-
vide a seamless smart home experience:

5.7.1 Language/Telegram Agent

The language agent is the smart agent on the network.
We chose to connect it to a Telegram frontend, as it
has an accessible and easy-to-use bot API.

The Language agent forwards Telegram messages to
the LLM, along with a general system prompt, the cur-
rent network state and connected devices. The LLM
decides how to act and orchestrate multi-staged tasks
in order to assist the home occupants. It is able to
prompt itself, as well as send messages to the user and
it uses this ability to format messages nicely, and to



break up the context window to allow for more directed
responses with less hallucinations.

5.7.2 Watchdog Agent

The watchdog agent is our networks’ self healing sys-
tem. It keeps track of the docker containers that run
the agents on the network, and when it hasn’t received
heartbeats from an agent for a certain timeout time,
it talks to the docker daemon directly and revives the
container, starting a new version of the agent process.

5.7.3 Bootstrap Agent

The bootstrap agent is in charge of starting up a HALO
network securely. It is not yet implemented fully but a
necessary part of making the system production ready.

5.8 Emergent Behaviour

A major part of this project involves the exploration of
emergent behaviour from such an agentic, distributed
system. To differentiate itself from other, existing
home automation projects, we want to offload much
of the action chaining, thought and scheduling to the
smart ”brains”, whether they be the RL learning poli-
cies or an LLM action orchestrator. HALO is a proac-
tive, thinking system, thus we want to observe and
guide its behaviour rather than hardcode them.
Behaviours noted: the use of self prompting for pret-
tifying displayed data, retrieval of state to inform com-
mands in 40% of cases, and filtering long search results
for ease of use. None of these behaviours were explic-
itly programmed in, although some will be mentioned
in the system prompt. See appendix: HALO messages

6 Local LLMs

A range of local LLMs were tested briefly for initial se-
lection as the main HALO model. Models were qual-
itatively compared based on how relevantly they re-
sponded to messages and commands and the rate of
halluctination. It was found that all 2-4bn parame-
ter models (Phi3.5, Phi4 Mini, Gemma 4B, Gemma
2B, Llama 3.2) were unable to even complete single
tasks without hallucinating. The best balance of per-
formance was Qwen 2.5 and Llama 3.1, both 7 and
8 billion parameter models that could, with signifi-
cant hand holding, chain multiple commands together
for execution. However at the current stage, the lo-
cal models are not ready for HALO, we propose to
write an automated multi-shot prompt finetuner using
an actor-critic model, in order to improve the perfor-
mance of these local models to that of a larger, hosted
one.

7 HALO Ecosystem

In the adoption of any software engineering project,
the ecosystem can make or break the viability of our

project. Furthermore, it is important we have a range
of available agents to test the network with, incorpo-
rating real physical devices as well as external, 3rd
party APIs to make useful integrations. The following
integrations were successfully developed: Miele smart
washer-dryer, Hive smart thermostat, Android smart
TV, Tavily search engine, OpenWeather API, Tele-
gram messaging, Netflix, Disney+, Luna games and
Spotify API, generic HT'TP doorbell security camera
with suspicious person detection. The following de-
vices we fabricated in a miniature, mock hardware
house and created HALO agents for: ”smart” LED
light, washing machine, TV, automatic blinds.

The combination of these agents allowed us to test a
network with 10+ concurrently connected agents and
observe successful utilisation of many in one ”context”
session.

8 Habit Learning

The habit learning subsystem implements the an-
ticipation pillar of HALO introduced in Section
1.3.1. Its purpose is to transform passive behavioural
observations into a probabilistic representation of
occupant routines and use this representation to
proactively recommend actions before they are ex-
plicitly requested. Rather than relying on manually
programmed schedules, the subsystem continuously
learns temporal patterns from observed activity and
adapts its behaviour over time.

Reinforcement learning was selected instead of static
rule-based automation because household behaviour
is uncertain and context dependent. The policy must
balance multiple competing contextual signals such as
weather, occupancy probability and activity timing
while avoiding repetitive or unnecessary actions.

The full pipeline consists of four stages: synthetic be-
havioural data generation, probabilistic profile extrac-
tion, reinforcement learning policy training, and incre-
mental online adaptation. The trained policy is then
integrated into the wider HALO multi-agent architec-
ture through the shared message bus.

8.1 Synthetic Behavioural Dataset and
Behavioural Profiling

A major challenge during development was the ab-
sence of long-term real-world behavioural data and
the lack of deployed smart-home hardware capable of
collecting it. To address this limitation, a synthetic
data generator was implemented to simulate six
months of realistic household activity for a single
occupant.

Each generated user profile contains:

e Timestamp and day of week



e Season and weather conditions
e Occupancy status

e Event type

e Heating preference

e Contextual recurring events such as: dog walks,
grocery trips, dance classes and family movie
nights

The generator was designed to model human behaviour
with random noise added to event timings to prevent
models from overfitting to exact schedules.

Cross-day dependencies are also modelled through a
latent fatigue carry-over variable. For example, a late
Friday movie night probabilistically delays wake-up
times on Saturday morning.  Similarly, weather-
dependent behaviour is incorporated by increasing the
probability of cancelling outdoor activities (dog walks)
during heavy rainfall and delaying grocery trips by
several hours.

The raw event log is then aggregated into a determin-
istic behavioural profile containing summary statistics
such as:

e Typical heating temperatures by season

e Mean leave and return times

e Frequency counts for recurring activities
To preserve temporal uncertainty, each recurring ac-
tivity is modelled using a one-dimensional Kernel Den-
sity Estimate (KDE) over a 24-hour cycle. This allows

the system to model uncertainty in occupant routines
rather than relying on fixed schedule estimates.

8.2 RL Environment

The probabilistic profile is embedded inside a custom
Gymnasium environment, which formulates anticipa-
tion as a sequential decision-making problem.
The environment has discrete actions:

e Reduce heating when out

e Preheat before return home

e Recommend movie selection

e Set movie settings (dim lights)

e Suggest alternative walking time (rain)

e Check fridge and suggest shopping list prompt

e No action needed
The RL model is trained on the occupant behaviour

profile json file and outputs the action, which is best
suited for a certain scenario.

8.3 Reward Engineering

Each action is associated with a hand-designed re-
ward function that scales according to the relevant
profile-mass probabilities. Early experiments revealed

that the agent repeatedly carried out certain actions
such as preheat house action throughout the morning
because the reward remained positive during winter
regardless of recent usage.

Two mechanisms were introduced to eliminated ex-
ploitative repetitive behaviour:

Stateful cooldown periods:

Actions such as heating activation were assigned
cooldown windows of six to eight hours. Reissuing an
action during the cooldown incurs a substantial nega-
tive reward.

Contextual eligibility constraints:

Positive heating rewards are only granted when the
predicted return-home time falls within approximately
1.5 hours.

8.4 Integration with HALO Multi-
Agent System

The trained RL policy is integrated into the wider
HALO ecosystem through a dedicated RL agent op-
erating on the same peer-to-peer message bus as
the other system agents. Every fifteen minutes, the
RL agent collects the current environmental and be-
havioural state, constructs the observation vector,
queries the PPO policy and then sends a typed rec-
ommendation message onto the network. The message
is first routed to the language agent, which converts the
machine-readable intent into a contextualised human-
readable suggestion. The relevant person agent then
delivers the recommendation to the occupant through
Telegram.

Real-world routines inevitably drift over time. How-
ever, retraining from scratch on low-power hardware
would be computationally expensive. HALO therefore
performs lightweight monthly incremental fine-tuning,
allowing the anticipation policy to gradually adapt to
long-term behavioural changes.

8.5 Security

One of the key security features implemented in the
HALO network system is the suspicious person detec-
tion system, which utilises external surveillance devices
such as CCTV cameras and Ring doorbells to monitor
activity outside the house in real time. The system
continuously analyses video footage using a simple de-
tection algorithm to identify suspicious people. When
a suspicious person is detected, HALO immediately
sends a warning notification to the homeowner via tele-
gram. The alert would include a short video clip or
captured footage of the detected individual.

In addition, HALO incorporates an automated deter-
rence mechanism. If the system determines that the
homeowner is not currently at home and the house
lights are switched off, it automatically activates the
indoor lights. This creates the illusion of an active
household, which can scare away potential burglars be-
fore any intrusion occurs. This feature enhances home



security by combining real-time surveillance, instant
user alerts, and smart home automation to provide
proactive protection against possible threats.

8.5.1 Suspicious Person Detection Algorithm

Burglars often attempt to conceal their identity
by covering parts of their faces with items such as
sunglasses, hats, or masks, making it more difficult
for surveillance cameras to accurately recognise them.
Taking this into consideration, the HALO detection
algorithm was designed to identify suspicious individ-
uals by analysing facial visibility.

The algorithm monitors four key facial features: the
right eye, left eye, nose, and mouth. If two or more of
these features are obscured for longer than three sec-
onds, the individual is classified as suspicious and the
system triggers a security alert. To determine whether
these facial features are covered, the system first maps
the approximate centre positions of each feature based
on standard facial proportions. After locating these
centre points, bounding boxes are drawn around the
expected feature locations. The algorithm then checks
whether the corresponding facial feature is detected
within each box. If a feature is successfully detected,
the box is highlighted in green; otherwise, it is high-
lighted in red to indicate that the feature may be ob-
scured or missing.

i

Figure 5: Suspicion detection results

Figure 5 demonstrates the operation of the suspicious
person detection algorithm. Image A shows an indi-
vidual wearing sunglasses, resulting in both eyes being
obscured. Image B represents a person wearing a mask,
which covers the nose and mouth. Image C shows an
individual wearing a hat that obscures the eyes and
partially covers the nose. In each of these cases, two or
more facial features are hidden for an extended period
of time, causing the system to classify the individual
as suspicious. As a result, HALO would automatically
notify the homeowner and provide the relevant surveil-
lance footage.

Figure 6: Dynamic box sizes

The algorithm is also designed to dynamically adjust
the size of the bounding boxes around each facial fea-
ture based on the person’s distance from the camera.
As a person moves closer to the camera and their face
appears larger within the frame, the bounding boxes
automatically increase in size accordingly. Figure 6
illustrates this behaviour, where the bounding boxes
in the bottom image are noticeably larger because the
individual is positioned closer to the camera.

This dynamic resizing mechanism is essential for main-
taining accurate facial feature detection across vary-
ing distances. By adapting the box dimensions in real
time, the system remains flexible and robust under dif-
ferent distances from the camera.

9 Hardware Integration

A central claim of HALO is that intelligence is dis-
tributed across embodied device agents rather than
centralised in a cloud hub. To showcase this, a hard-
ware subsystem was developed to validate the HALO
architecture on real, networked physical devices at
small scale.

The objective of the hardware work was to demon-
strate that the HALO protocol, peer-to-peer discov-
ery, and the agent lifecycle operate correctly when the
actuating endpoint is a real microcontroller on a real
network rather than a simulated process. Each physi-
cal device is a low-cost mock of a real appliance, some
of which are shown below in the demo pictures.

Figure 7: Mock living room with TV



Figure 8:

Figure 9: Smart Blind Mechanism

Figure 10: Kitchen including smart washing machine

This section describes the devices implemented, the
bridging architecture that connects constrained micro-
controllers to the HALO mesh, the security model used
on the physical link, and the practical constraints en-
countered during deployment.

9.1 Devices

The following mock devices were implemented, most on
its own ESP32-S3, while the 'smart lights’ were spread
over all of them due to one being in every room.

o Mock Television - an ESP32-S3 driving an I11.19341
TFT display, reading pre-rendered frame data
from an SD card to show a television home screen,
a streaming-service intro animation and a stream-
ing home screen.

e Washing Machine - an ESP32-S3 driving a
continuous-rotation servo to represent a rotating
drum, with a time-scaled wash cycle and a com-
pletion notification pushed back to the user.

e Window Blinds - an ESP32-S3 driving a servo to
tilt blind slats between an open and a closed po-
sition.

e Smart Lights - an ESP32-S3 driving a 5 mm
LED through a PWM-controlled GPIO, support-
ing on, off and proportional brightness. The same
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firmware and agent are reused for multiple room
lights, distinguished only by configuration.

Figure 11: Mock TV Circuit Diagram

FGI0R continuous rotation micro servo

Figure 12: Washing Machine and Blinds Circuit Dia-
gram

A combined firmware variant was also produced
in which a single ESP32-S3 acts simultaneously as
the television and the living-room light, used where
physical microcontroller stock was limited. This is
discussed in Section 9.6.

9.2 Bridging Architecture

HALO agents communicate over an encrypted ZeroMQ
transport, discover one another through multicast
DNS, and exchange the dictionary-based message
schema. A constrained microcontroller such as the
ESP32 cannot reasonably participate in this transport
directly: the CurveZMQ), the Python agent runtime
and the discovery machinery are not practical to
reimplement on the device, and doing so would couple
the firmware tightly to internal protocol changes.

The solution that was adopted preserves the HALO
architecture unmodified by introducing, for every
physical device, a dedicated lightweight Python agent
that runs on the host alongside all other agents. This
proxy agent is a full HALO agent: inherits from the
standard agent base class, registers handlers, and can
be discovered over the mDNS.

The proxy agent’s sole additional responsibility is
translation. When it receives a HALO action message,
it converts that action into a small HT'TP request and
issues it to the corresponding ESP32 over the local net-
work.

The microcontroller therefore never participates in
HALO discovery, encryption or message schema.
From the perspective of the rest of the network, the
proxy agent is the device; the HT'TP hop behind it is



an implementation detail.

This design has some properties that were important
to the project, such as no protocol modification,
meaning neither the discovery layer nor the agent base
class required changes to support hardware. Physical
devices are indistinguishable from software agents at
the protocol level. Additionally, because each device
has it’s own proxy agent in its own process, the
watchdog and restart supervision apply uniformly to
hardware devices.

Each proxy agent registers semantically named han-
dlers together with a natural-language description.
These descriptions are propagated to the Language
Agent through the standard capability-sharing mech-
anism, allowing the LLM to map free-form occupant
requests onto the correct device action without any
device-specific prompt engineering. This shows the
previously discussed emergent chaining behaviour
exercised on physical hardware.

9.3 Security

Although the ESP32 does not participate in the
encrypted HALO transport, the HTTP link between
a proxy agent and its device is still authenticated,
so that an arbitrary host on the same local network
cannot actuate a device by issuing unsigned requests.

Authentication uses HMAC-SHA256 request signing
with a single shared 32-byte key provisioned to every
proxy agent and flashed into every device. Each
POST /command carries two headers: a Unix times-
tamp and a hex-encoded HMAC computed over the
concatenation of the timestamp and the request body.
On receipt the device recomputes the HMAC and
rejects the request if the signature does not match,
if the device’s clock is not yet synchronised, or if
the timestamp lies outside a fixed freshness window.
The freshness window provides replay resistance: a
captured request is only valid for a short interval. The
timestamp check requires the device to hold accurate
wall-clock time. Because the ESP32 has no battery-
backed real-time clock, each device synchronises its
clock over NTP at boot before the HTTP server
is started. This introduces an external dependency
that has practical consequences for network selection,
discussed below.

9.4 Deployment Constraints

Several practical constraints were encountered when
moving from simulation to physical deployment. They
are documented here because they materially affect re-
producibility.

e Network discovery on Windows - the Windows
Subsystem for Linux virtual network driver blocks

multicast traffic, which constrains mDNS-based
discovery when the stack is run in containers on
Windows. Agents remain able to discover other
local agents, which is sufficient for the logical sep-
aration HALO requires, but this restricts cross-
host discovery in that environment.

e Address volatility - The proxy agent reaches its de-
vice using the device’s network address. Because
the microcontrollers obtain addresses by DHCP,
an address assigned on one network is not valid
on another, and a device may receive a differ-
ent address after a network change or a reboot.
Each network transition therefore requires the de-
vice addresses to be reconfirmed. A static address
configured in firmware removes this volatility and
is the recommended configuration for a fixed de-
ployment.

e Network suitability - The clock-synchronisation
requirement means each device requires genuine
network access at boot. Captive-portal guest net-
works, on which a browser-based acceptance step
is mandatory before traffic is permitted, are un-
usable by the microcontrollers because the de-
vice cannot satisfy the portal. Networks that iso-
late clients from one another likewise prevent the
proxy agent from reaching the device. A conven-
tional WPA2 network, or a mobile hotspot config-
ured on the 2.4 GHz band, was found to be the
reliable choice; the ESP32-S3 does not operate on
5 GHz.

e Power -Servo-driven devices draw current well
in excess of what the microcontroller’s regulated
output can supply, particularly under mechani-
cal load. Servos were therefore powered from
a dedicated 5 V supply with a common ground
shared with the microcontroller, rather than from
the device’s own logic supply, to avoid brown-out
and consequent loss of network connectivity mid-
operation.

e Continuous versus positional servos - Continuous-
rotation and positional servos respond differently
to the same control signal: a positional servo
holds a commanded angle, whereas a continuous-
rotation servo interprets the same command as
a rotational speed. The washing-machine drum
is naturally suited to a continuous-rotation servo
driven for a scaled duration, whereas the blinds re-
quire a positional servo so that the open and closed
states correspond to stable, repeatable physical
positions. Device firmware is therefore matched
to the servo class rather than being interchange-
able.

9.5 Single-Microcontroller = Composi-
tion

To accommodate limited microcontroller stock, a com-

bined firmware was produced in which one ESP32-S3



simultaneously drives the television display and the
living-room LED. A single proxy agent registers the
union of both devices’ handlers and dispatches TV_*
commands to the display and LIGHT_* commands to
the LED on the same device.

Because the screen and the light are then the same
agent, the “dim the light when streaming starts” au-
tomation reduces to an internal state change rather
than an inter-agent message, which is both simpler and
more robust as it removes a network round trip and a
failure mode.

This composition is offered as a deployment op-
tion rather than the default; the one-agent-per-device
model remains the architecturally preferred arrange-
ment, as it keeps device identities, capability schemas
and failure boundaries distinct, consistent with the
principles in Section 5.

9.6 Summary

The hardware subsystem demonstrates that the
HALOQ architecture extends to physical devices with-
out modification to the protocol, discovery layer or
agent model. By representing each microcontroller
with a dedicated proxy agent that bridges the HALO
mesh to an authenticated HTTP link, constrained
devices participate in discovery, capability exposure,
chained actuation and inter-device automation as
first-class network citizens. The implementation vali-
dated, on real hardware, the same emergent chaining
and automation behaviour previously demonstrated
only in simulation, while surfacing the practical
networking, power and actuator constraints that a
physical HALO deployment must account for.

9.7 Simulation

The simulation demonstrated stable negotiation be-
haviour between occupant and device agents across
multiple scenarios. Conflicting occupant tempera-
ture preferences consistently converged toward com-
promise setpoints within the bounded negotiation
rounds defined by the protocol. During simulated high-
carbon periods, device agents exerted greater influ-
ence on negotiations, resulting in lower final heating
setpoints and delayed dishwasher cycles. These be-
haviours demonstrated that environmental constraints
and device-side priorities could meaningfully influ-
ence household decisions without requiring a central
controller. Human-in-the-loop negotiation through
the dashboard and CLI interface also remained com-
patible with the negotiation protocol, allowing live
user intervention without destabilising the wider sys-
tem. The specialist-agent subsystem successfully in-
corporated ecological context into household decision-
making. Weather updates, carbon-intensity spikes
and external cost-pressure events altered negotiation
weighting and device behaviour dynamically through-
out the simulation. In particular, simulated evening
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carbon spikes caused thermostat and dishwasher
agents to favour energy-saving outcomes, demonstrat-
ing adaptive environmentally-aware coordination be-
haviour rather than static rule execution. The simula-
tion also demonstrated successful human participation
within the multi-agent environment. Users were able
to inject negotiation actions, preference changes and
occupancy events into the running simulation through
both the dashboard and CLI interfaces. The remain-
ing autonomous agents continued operating normally
during these interventions, allowing the human partic-
ipant to function as another peer agent rather than as
an external controller.

Figure 13: Negotiation outcome over a multi-day sim-
ulated run

FTTRTTRIR

Figure 14: Per-scenario aggregates over the four im-
plemented scenarios. FEvery thermostat negotiation
converged within the protocol’s iteration cap, with a
mean of a single iteration in three of the four scenarios
and 1.13 iterations. Mean occupant satisfaction ranged
from 0.85 to 0.98, and every induced device failure re-
covered within the configured retry cap.

Carbon-aware negotiation: setpoint vs grid

250 300
at negotiation time (gCOWh)

Figure 15: Final thermostat setpoint against grid car-
bon intensity at the moment of negotiation, across
all four scenarios.  The dashed line marks the
250 gCO2/kWh threshold above which the device-side
weight is boosted in the convergence formula; rounds
on the right of this threshold cluster more tightly
around the device’s preferred operating point, while
low-carbon rounds spread more widely across occupant
preferences.
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2
Recovery attempts before successful recovery

Figure 16: Distribution of recovery attempts per in-
duced device failure across the four scenarios. Of the
72 random failures injected, most recovered on the first
attempt and none escalated to a hard fault, confirming
a resilient recovery profile.

This demonstrates that HALO can resolve conflict-
ing occupant and device priorities without centralised
control.

9.8 Habit Learning

PPO Agent Daily Timeline (Monday, Autumn)

@00 ecoocccosoe

Figure 17: Timeline of PPO policy

Figure 17 illustrates the behaviour of the trained PPO
anticipation agent over a simulated weekday during au-
tumn conditions. The horizontal axis represents the
simulated time of day, while the vertical axis shows
the action selected by the policy at each decision in-
terval. Green markers indicate positive reward out-
comes, meaning that the selected action aligned well
with the occupant’s learned behavioural profile and en-
vironmental context.

During most low-context periods, the agent selects
the “No action needed” state, demonstrating that the
policy avoids unnecessary interventions rather than
continuously triggering automation events. This be-
haviour became significantly more stable after intro-
ducing contextual eligibility constraints and action
cooldown periods during reward engineering.

As the simulated occupant approaches their expected
return-home window in the late afternoon, the policy
outputs action “Preheat before return home”. This
demonstrates that the reinforcement learning agent
successfully learned temporal occupancy patterns from
the probabilistic behavioural profile.  Around the
early evening period, the policy begins recommend-
ing contextual lifestyle actions such as “Suggest walk-
ing time”, followed later by entertainment-related ac-
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tions including “Recommend movie selection” and “Set
movie settings (dim lights)”. These recommendations
correspond to recurring behaviours embedded in the
synthetic training data, such as evening dog walks and
family movie nights.

Overall, the timeline illustrates that the habit-
learning subsystem can generate proactive, context-
aware recommendations while avoiding excessive or
repetitive automation behaviour, supporting HALO’s
anticipation-oriented autonomous smart-home archi-
tecture.

9.9 Demonstration

We demonstrated the final project to the Cisco team,
where we showed them both our hardware and sim-
ulation models and explained reasoning behind the
methodologies used. The demonstration focused on
showcasing HALQO’s core principles of distributed ne-
gotiation, anticipation and autonomous coordination
between agents. During the session, we demonstrated
real-time negotiations between occupants and devices
within the simulation dashboard, the operation of
specialist agents using ecological data, reinforcement-
learning based anticipation behaviour and the inter-
action between the language agent and external inte-
grations such as Telegram. The simulation component
performed reliably throughout the demonstration, so
did the anticipation and initialisation pillars. However,
we did experience several difficulties with connectivity
and integration between physical devices due to a new
location.

10 Discussion and Evaluation

The HALO project successfully demonstrated the fea-
sibility of a distributed multi-agent smart-home system
capable of negotiation, anticipation and context-aware
adaptation. However, the project also revealed several
limitations. Due to the broad scope of the system, sig-
nificant development time was spent refining individ-
ual subsystems in depth rather than integrating com-
ponents. The reinforcement learning subsystem was
trained entirely on synthetic behavioural data, mean-
ing the learned policies cannot yet fully represent real-
world household behaviour. Additionally, while the use
of LLM-based specialist agents enabled flexible reason-
ing and orchestration, model outputs occasionally re-
mained unpredictable and required bounded controls
to prevent unreliable behaviour. Finally, emergent be-
haviours observed within HALO were evaluated mainly
qualitatively rather than through formal quantitative
metrics.

11 Conclusion and Future Work

Overall, the project successfully demonstrated the fea-
sibility of a distributed multi-agent smart-home archi-
tecture capable of negotiation, anticipation and con-



textual adaptation. While several components remain
experimental and require tighter integration into a sin-
gle cohesive system, the project successfully validated
the core architectural principles behind HALO and
provided a strong foundation for future research into
autonomous domestic systems.
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< . Halo

(@CiscoHaloBot what can | do on the netwoork
11:43 W

HALO

Tim Frankel
@CiscoHaloBot what can | do on the netwo...

Hey! Here's what you can do on the
HALO network:

™) **TV Control** - Power on/off,
play shows and games from Netflix,
Disney+, Luna, control volume, pause/
resume, and play Spotify music

= **Media Search** - Find any show or
movie title and get its system ID to play
onTV

**Google Calendar** - Add events
and check your upcoming schedule

®_ **Security** - Get alerts if a
suspicious person is detected outside

@ **Home Location** - Set your home
location for the system

Just ask me to do anything like 'play
Breaking Bad on Netflix, 'add a meeting
tomorrow at 2pm), 'turn on the TV', or
‘'what's on my calendar' and I'll make it
happen!

Network capabilities loaded and ready
to assist!

@CiscoHaloBot wheream | 1.,

OZN

Figure 18: Requesting HALO its functionality
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<« ‘ Halo

(@) Live Location

(@CiscoHaloBot recommend me a good place
to go out and eat near me 1492

HALO

Tim Frankel
@CiscoHaloBot recommend me a good pla...

I'd love to help you find a great place
to eat nearby! Let me check what's
around East Village in Greater London
and get you some recommendations.

Figure 19: Response to food recommendation - failed
before sending result

15222 6 2 @ N all T @R+

< ‘ Halo

(@CiscoHaloBot what programs can the
washer dryer do 15:56 &

HALO

Tim Frankel
@CiscoHaloBot what programs can the wa...

Let me check what programs are
available on the Miele washer-dryer for
you!

= **Your Miele WT1 Washer-Dryer
Prog * &

**WASHING PROGRAMS:**
Cottons (Code: 1)
Minimum Iron (Code: 2)
Delicates (Code: 3)
Woollens (Code: 4)

Silks (Code: 5)

Drum Clean (Code: 6)
Rinse (Code: 7)

Spin Drain (Code: 8)
Automatic Plus (Code: 10)
10. Express 20 (Code: 1

11. Denim (Code: 16)

12. Proofing (Code: 17)

13. Sportswear (Code: 18)
14. Outerwear (Code: 19)
15. Pillows (Code: 20)

16. Quick Power Wash (Code: 21)

1.
2.
3.
4.
5.
6.
7.
8.
9.

**DRYING PROGRAMS:**

1. Dry Cottons (Code: 30)

2. Dry Minimum Iron (Code: 31)
3. Dry Woollens (Code: 32)

4. Dry Gentle (Code: 33)

5. Dry Timed Warm (Code: 34)
6. Dry Timed Cold (Code: 35)

Figure 20: Requesting washing machine capabilities
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Figure 21: Requesting washing machine status - bad

formatting

. Halo

HALO

Tim Frankel
@CiscoHaloBot fetch me the programs the...

I'll fetch the available programs for your
Miele WT1 washer-dryer right away!

Here are the available programs for
your Miele WT1 washer-dryer:

1

(@CiscoHaloBot what's the washer dryer doing
now 15:40 W/

HALO

Tim Frankel
@CiscoHaloBot what's the washer dryer do...

Let me check what the washer dryer is
up to!

Washer Dryer Status: [{'status".
‘Running/, 'status_raw": 5, 'progr:
‘program_id": 48, 'remaining_time'": [0,
2], 'elapsed_time": [0, 8], 'spin_speed":
'0', 'temperature’: None, 'door": ‘closed!,
‘'mobile_start": True, remote_control':
True, 'drying_ste ‘error': False,
'device_id": '0001 29155/, 'tech_type":
'WTD165%]

HALO
Accepted connection from
MieleWasherDryer

(@CiscoHaloBot set the washer dryer to dr

cotton's cycle

15

15223 6 2 @ N all T @R+

< ‘ Halo

« **Stop** - Halt the current cycle

* **Pause** - Temporarily pause a
running program

« **Get status** - Check what it's
currently doing

« **Get programs** - See available
wash/dry programs

+ **Enable mobile start** - Activate
remote control capability on the
machine (must be done on the panel
first)

The key thing to know is that Mobile
Start needs to be enabled on the
machine's physical panel before | can
send remote commands. Want me to
check the current status or help you
start a program?

Miele WT1 washer-dryer capabilities
confirmed and explained to user.

(@CiscoHaloBot what is the washing machine
doing now 1534 &

HALO

Tim Frankel
@CiscoHaloBot what is the washing machi...

Let me check what the washing
machine is up to right now.

Your Miele washer-dryer is currently
running! It's about 5 minutes into its
cycle with approximately 1 minute
remaining. The door is securely closed
and everything is operating smoothly.
Your machine will be done very soon!

%

Figure 22: Requesting washing machine status - good
formatting
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< ‘ Halo

v All entry points secured
v Security systems activated
v Incident logged

Stay alert and avoid opening doors.
Police can be contacted if needed. I'm
monitoring the situation.

@ Security Status Report:

**Current Threat Level:** GREEN (No
Active Alerts)

**System Status:**

- SuspicionDetection: Active and
monitoring

- All sensors: Operational

- Alert parameters: Idle

**Response Readiness:**
I'm actively monitoring for suspicious
activity. If any person is detected
outside, | will immediately:
1. Assess alert level severity
2. Determine proximity to house
perimeter
3. Execute coordinated response:

- @@ Lock all entry points

- B Alert occupants

- T4 Activate recording

- ¥ Contact authorities if needed

**Next Action:** Continuous
monitoring - will trigger security
protocol upon detection.

& SECURITY PROTOCOL ACTIVATED

A\ Suspicious person detected outside

1524 0 @06 0 - N all T

< ‘ Halo

1 IlUIIHg'WIII LIIgyUI bcbulll)’
protocol upon detection.

& SECURITY PROTOCOL ACTIVATED

A\ Suspicious person detected outside
by security camera

Immediate actions taken:

v Security alert triggered

v Monitoring activated

v Ready to lock entry points

Recommendations:

- Stay inside and away from windows
+ Keep doors locked

« Contact local authorities if person
remains or acts threateningly

+ I'm monitoring the situation
continuously

Please confirm you've received this
alert.

& HOUSE LOCKDOWN ACTIVATED

v Security status updated

v Entry points secured

v HALO-Watchdog notified for
monitoring

Staying alert and monitoring the
situation. Emergency services can be
contacted if needed.

& SECURITY LOCKDOWN INITIATED

A\ Suspicious person detected outside

4

! Actions taken:
bhv sectiritv camera N . P— -

22

Figure 23: Security notification - no suspicious people Figure 24: Security notification - suspicious person de-
outside tected by camera
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15:28 N al=T04

HALO .
« @ :

| | @ Set Profile Photo

1l **Your Taste Profile:**

Based on your repeated engagement with
'Gabriella’ and 'Pinky Up', here's what I'm
seeing:

« **Core |dentity:** You're drawn to
contemporary pop/urban tracks with
emotional depth and infectious hooks

+ **Mood Signature:** Uplifting yet
introspective - songs that make you feel
something while keeping energy positive

« **Pattern:** Your equal interest in both
tracks (8 searches split perfectly) shows you
appreciate variety within a similar sonic space

[ #*Personalized Recommendations:**

1. **[Recommendation 11** - Complements
your taste by sharing the same emotional
warmth and production polish, while
introducing a slightly more laid-back groove
that expands your palette without straying
from your core preference.

2. **[Recommendation 2]** - Captures the
infectious energy you love but adds subtle
experimental elements in the production,
perfect for when you want familiar-but-fresh.

3. **[Recommendation 3]** - A deeper cut that
matches your mood signature with enhanced
lyrical storytelling, ideal for more introspective
listening sessions.

Would you like me to dive deeper into any of
these recommendations or explore related
artists? 02:17

@ Message

Figure 25: Music profile based on listen history
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|
A
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I'd love to help you find something great to
listen to! Let me check what you've been

- enjoying lately and come up with some
recommendations. 02:07

Accepted connection from Tim 2.0¢

Accepted connection from HALO-Watchdog
02:08

Accepted connection from
StreamingAggregator )5

What should [ listen to next ;.5

Let me find out what Tim's been listening to
and what their music preferences are! -1

“X Self-Healing Alert
Node StreamingAggregator crashed and
was automatically revived by the Watchdog.
02:09

Accepted connection from
StreamingAggregator 5.9

What song should | listen to next ;.4

©
\

I'd love to help you find the perfect song! Let
me check what you've been listening to and
your music preferences. 02:14

What ahauld | lictan +4 nAavE

2 O

®) '\/Iessage

Figure 26: HALO watchdog auto-recovery
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HALO
< @

1 @ Set Profile Photo

ccepted connection from
treamingAggregator ;.5

|

S
[2d

. What should | listen to next 5,
Let me check what Tim has been enjoying
. lately and find something great for you! ; 5

Hey Tim! J7 I noticed your Spotify search
history is completely fresh - perfect time to
start an awesome music journey! Let me help
you discover some great tunes. To get started,
what kind of mood are you in right now? Are
you feeling upbeat and energetic, chill and
relaxed, focused and productive, or something
else entirely? Once | know, | can recommend
some fantastic artists and playlists to kick
things off! 01:53

J7 Hey Tim! | checked your Spotify history and
looks like we're starting a fresh music journey
together - how exciting! )}

Since we're building from scratch, I've got

a fun idea: How about we start with some
**'Discover Weekly' vibes**? I'd love to know -
what's your current mood? Are you feeling:

+ & Energetic & upbeat?

« & Chill & relaxed?

+ # Indie & alternative?

« M Something else entirely?

Tell me what speaks to you, and I'll curate
some killer recommendations to get your
playlist popping! Let's make this fun and find
your new favorite artists together! 2/

@) Message

Figure 27: Music recommendation by listening profile

Play fate of Ophelia on spotify ,,,5

I'l help you play 'Fate of Ophelia' on Spotify.
Let me find the track ID first. 22:49

Play schism by tool on spotify ;.49

I'l play Schism by Tool on Spotify for you right
now. 22:49

Play nice to see you on spotify ;550 .,

I'd be happy to help! However, | need a bit more
information. Would you like me to:

1. Play a specific Spotify track by name?
2. Play the next track?
3. Play the previous track?

Just let me know what you'd liketo do! . 5,

@) Message

0

2 @)

Figure 28: Spotify media request - successful
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HALO :
« @ :

e g o ey
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| Il help you play True Beauty! Let me find the
| show ID first, then play it for you. 20:27

I'll find True Beauty for you and play it on the
| v 2028

You played friends instead of true beauty. Play
true beauty on netflix it's a k-drama 2028 W

I'l help you play True Beauty on Netflix! Let me
find the correct ID for that K-drama and get it

playing for you. 20:28

April 18

Accepted connection from TV ;.4

Accepted connection from
StreamingAggregator .99

Play ticket to ride on luna ;.9

I'll help you play Ticket to Ride on Luna. Let
me first get the game ID from the streaming
aggregator, then launch itonyour TV. ;..

I'l help you play Bus Simulator on Luna. Let me §
first get the game ID and then launch it for you. Q\

21:30
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Figure 29: General media requests - successful



